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National Forensic Sciences University
(An Institution of National Importance under Ministry of Home Affairs,
Government of India)

NFSU-PMU PROJECT/CONTRACT-RECRUIT/ 23(,/2025 }’fj Oct 2025

Recruitment Advertisement

National Forensic Sciences University, an Institute of National Importance, invites online
applications from qualified candidates for the temporary positions of NFSU-PMU Project
on mapping and mitigating telecommunication based cyber frauds. The project duration
will be for 6 months, that may be extended subject to the project requirements.

Sr. Positions No. of Posts Consolidated Pay
No. per month approx.
(INR)

1 Project Manager 01 Rs 350000/-

2 Data Scientist & Al/ML Lead 01 Rs 320000/-

3 OSINT Expert 01 Rs 300000/-

4 Multimedia Scientist 01 Rs 300000/-

5 Cybersecurity & Digital Forensic Expert 01 Rs 250000/-

6 Project Researcher 02 Rs 225000/-

7 Legal Expert-Cyber Law 01 Rs 125000/-

8 Multimedia Forensic Expert 01 Rs 125000/-

Total No. of Posts 09

For details pertaining to required educational qualification, experience, other essential
requirements, and how to apply please refer the attachment and the application link
below.

The last date for submission of the online application is 26t Oct, 2025 and interviews
are scheduled on 30t Oct, 2025.

\\\M

Proj ead
NFSU-PMU Project
NFSU, Gandhinagar
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National Forensic Sciences University

{An Institution of National Importance under Ministry of Home Affairs,

Government of India}

Detailed Eligibility Criteria

B.Tech/M.Tech/MCA/L.L.B.
and Equivalent qualification
from a recognized University
or Institute.

Experience: Minimum 05
years of relevant experience.

Age: No Age limit for a
deserving candidate.

Position Essential Qualifications Roles & Responsibilities
Project Educational Qualification and | - Overall Project Manager
Manager Experience: -Plan and facilitate stakeholder

meetings / workshops/ technical
events and execution of the project.
- Project risk management

-Quality management and quality
assurance of deliverables.

- Stakeholder management.

- Supervise and manage the PMU
team and workflow.

- Maintain the project plan, risk
register, and MEL framework.
-Documentation review and project
progress monitoring.

-Prepare the complete project
implementation strategy in
coordination with all the
stakeholders.

- Oversee timely submission of all
project deliverables.

- Ensure compliance with all project
funding and stakeholder
requirements.

-Incorporation of good practices
from similar projects implemented
at national and international level.

- Draft Project and policy
document.

- Any additional task assigned by the
Project Head related with the subject
expertise and requirement of the
project.

Data Scientist
& Al/ML Lead

Educational Qualification and
Experience:

B.Tech./M.Tech./MCA/Equival
ent qualification from a
recognized University  or

- Use advanced NLP to analyze
scam scripts and online chatter.

- Develop AlI/ML models to identify
fraud patterns and hotspots.
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Institute.
Experience: Minimum 04
years of relevant experience.

Age: No Age Ilimit for a
deserving candidate.

- Develop heatmap of cybercrime
geolocation.

- Lead the technical analysis of
deepfake audio and video evidence.
- Develop AI/ML model for
predictive analysis of cybercrime.

- Convert complex data findings
into actionable insights for policy.

- Investigate multi-media related
cyber-crime models.

- Document effective database
solutions and models to store,
exchange and retrieve data across
departments.

- Examine and identify database
structural necessities by evaluating
existing database operations,
applications and standards.

- Prepare logical and physical data
maps.

- Develop data standards, master
data framework and data sharing
methodologies.

- Assist in database integration with
Applications during the proof of
concept phase.

- Any additional task assigned by the
Project Head related to project.

OSINT Expert

Educational Qualification and
Experience:
B.Tech/M.Tech/MCA/Equivale
nt qualification from a
recognized University or
Institute.

Experience: Minimum 04
years of relevant experience.

Age: No Age limit for a
deserving candidate.

- Intelligence Gathering & Network
Mapping.

- Map the digital footprint of cyber

fraud networks (social media, dark

web forums).

- ldentify key individuals,

gateways, and tech enablers.

- Synthesize OSINT data to create

geospatial maps of fraud hotspots.

- Investigate cybercrime-as-a-service

models.

- Investigate crypto to currency role in

cyber fraud.

payment
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(An Institution of National Importance under Ministry of Home Affairs,

Government of India}

- Any additional task assigned by the
Project Head related to project.
Multimedia Educational Qualification and | - Multimedia evidence collection and
Scientist Experience: preservation.
B.Tech/M.Tech/MCA/Equivale |- Forensic analysis of multimedia
nt qualification from a content.
recognized University or - Authenticating the integrity of audio
Institute. and video recordings to detect
tampering.
. o - Identifying the source device of a
Experience: Minimum Q4 erilfieriadia fle.
years o relevant axperience. | Reconstruction of events such as
Age: No Age limit for a |metadata and communication logs, to
deserving candidate. reconstruct the timeline of
cyberattacks or malicious activities
involving telecom networks.
- Experience of Investigating telecom-
specific crimes, VolIP frauds, SIM box,
loT security breaches.
- Research on emerging cyber threats
and new forensic technologies,
including Al-generated deepfakes and
new compression technigues.
- Research on new exploits by
cybercriminals in telecom and loT,
and provide recommendations.
- Any additional task assigned by the
Project Head related to project.
Cybersecurity Educational Qualification and | - Analyze network data to map
& Digital Experience: scammers' C2 infrastructure.
Forensic B.Tech/M.Tech/MCA/Equiva[ent - Reverse-engineer malware and tools
Expert qualification from a recognized | ysed in cyber scams.
University or Institute. - Investigate the use of VPNs and
other anonymization tools.
Experience: Minimum 03 - Analyze hardware used for call
years of relevant experience. | spoofing and other fraud.
' - Examine and analyse common
A5z et mars [han 4 Years. attack related of telecom fraud.
- Investigate role of darkweb in
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cybercrime.
- Any additional task assigned by the
Project Head related to project.

Project
Researcher

Educational Qualification and
Experience:
B.Tech/M.Tech/MCA/Equivale
nt qualification from a
recognized University or
Institute.

Experience: Minimum 03
years of relevant experience.

Age: Not more than 40 Years.

- Conduct literature review and collect
qualitative/quantitative data.

- Assist experts in organizing and
analyzing data for all work packages.

- Organize and document stakeholder
consultations and workshops.

- Contribute to drafting project
reports, policy document and facilitate
project deliverables.

- Support the GESI analysis of fraud's
impact on vulnerable groups.

- Any additional task assigned by the
Project Head related with the subject
expertise and requirement of the
project.

Legal Expert-

Educational Qualification and

- Data compilation related to cyber

nt qualification from a
recognized University or
Institute.

Cyber Law Experience: law and regulation.
L:BJL LM, from a | - Conduct a comparative analysis of
recognized University/Institute | international legal framework on
and should be qualified to cybercrimes.
pr.actice Law gnd re.gistered - Identify legal barriers to international
with Bar Council of India. cooperation and data sharing with
Experience: Minimum 01 year Fegard o cyperc:rlmclas. ,
(1 years is desirable) of - Draft specific, actlonablg policy and
relevant experience. legal reform recommenc.}'atlons.
- Methodology for ethical protocols/
Age: Not more than 40 Years. | code.
- Digital Privacy Laws and its
implication on cybercrime
investigation.
- Any additional task assigned by the
Project Head related to project.
Multimedia Educational Qualification and | - Deepfake technology implication on
Forensic Experience: cybercrime.
Expert B.Tech/M.Tech/MCA/Equivale | - Forensically analysis of deepfake

audio and video evidence.
- Detect voice modulation, cloning,
and other audio, video manipulation.
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{An Institution of National Importance under Ministry of Home Affairs,
Government of India)

Experience: Minimum 01 year |- Identify the Tools, Techniques, and
(02 years is desirable) of Procedures (TTPs) used by fraudsters
relevant experience. to create manipulated multimedia.

- Provide expert reports on all
multimedia forensic findings.

- Any additional task assigned by the
Project Head related to project.

Age: Not more than 40 Years.

Additional Information

1. The candidate must be a citizen of India.

2. The prescribed essential qualifications/experience indicated is the bare minimum
which is required for the role. Mere possession of these qualifications/ experience
will not entitle the candidate (s) to avail the position.

3. The NFSU-PMU shall verify the antecedents and documents submitted by
candidates at any time, at the time of appointment, or during the tenure of
service. In case it is detected that the documents submitted by the candidates
are fake or the candidates have undesirable clandestine antecedents/background
and have suppressed the said information, his / her services shall be liable to be
terminated.

4. If the information given in an application is found to be incorrect/ false, at any
stage, the Candidature is liable to be canceled and any appointment made is also
liable to be terminated with immediate effect.

5. In case of any inadvertent mistake in the process of selection which may be
detected at any stage even after the issuance of the appointment letter, the
NFSUPMU reserves the right to modify/withdraw/cancel any communication
made to the candidates.

6. Wherever grading or any other system than the percentage is followed, the result
of the candidate should be converted into a percentage on the basis of the
percentage conversion table declared by the concerned university.

7. Candidates will receive no correspondence regarding the conduct or result of the
interview and reasons for not being called for an interview. Every communication
shall be made to this effect on the official website at: www.nfsu.ac.in

8. Canvassing in any form/bringing in any influence political or otherwise will be
treated as a disqualification for the Post.

9. Selection of candidates will be made through interviews. The NFSU-PMU
reserves the right to restrict the number of candidates to be called for interview
on the basis of screening tests and for on the basis of experience if the number of
applications received in response to this advertisement is large. No
correspondence will be entertained from the applicants who are not shortlisted
for the interview.

10.The candidate has to produce one set of self-certified documents
(degree/marksheet/experience certificate, etc.) at the time of the Interview.
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11.All the original certificate(s) must be shown to the Selection Committee if
selected for the post.

12.The posts listed above are temporary positions on a contractual basis for 5
months that can be extended further, based on a project requirement and mutual
agreement between NFSU and other stakeholders.

13.The candidates selected can be posted at NFSU, Gandhinagar, Gujarat Campus
or any other campus(es) of NFSU as per the requirement of the project.

14.Upon selection, the candidates will be required to produce a notarized
Undertaking and Non-Disclosure Agreement with the department.

15.In-service candidates, have to submit a relieving order from their earlier employer
at the time of joining, if he / she is selected for the Project.

16.The NFSU-PMU reserves the right to increase or decrease the positions and fill or
not to fill positions in any of the above and/or any other specialization(s).

17.All qualifications must be from UGC recognized University /Deemed
university/AICTE approved Autonomous Institution (wherever applicable). The
courses offered by Autonomous Institutions should be equivalent to the relevant
course approved/ recognized by the Association of Indian University (AlU).

18.Qualifications are relaxable at the discretion of the NFSU-PMU members for a
reason to be recorded in writing in case of candidates otherwise well qualified.

19.In case suitable candidates are not found for PMU, NFSU may relax the terms
and conditions for experience, or other criteria or involve NFSU technical-
academic partner for technology and development support.

20.Candidates called for an interview to fill a vacancy, may be considered for lower
posts, Subject to approval of the competent authority.

21.If found that the candidate is not progressing as desired, the NFSU-PMU has the
complete authority to expel the appointee at any time.

22.Candidates are advised to visit the website of NFSU (https:/
/www.nfsu.ac.in/career) regularly for updates. Amendments, corrigenda (if any),
will be placed on the University website career section only.

23.For any queries, please contact at info@nfsu.ac.in/ atul.verma@nfsu.ac.in

Link:https://docs.google.com/forms/d/e/1FAlIpQLSew69wuMviKU89qS_7kBK7RAhsynw
EO05ncgA4xilXFyBtZB3Q/viewform?usp=header
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